PRINTABLE CARDS

SME Cyber Acronym Quick
Cards

Short plain-English cards for the terms most likely to matter in small
business conversations.
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DO I NEED DO I
CARE?
MFA / 2FA

CE / Cyber Essentials

Cyber Essentials

Multi-Factor Authentication / Two-Factor

Authentication

MFA means logging in with more than just a Cyber Essentials is a UK cybersecurity

certification that checks whether your business
password. For example, you enter your password

and then approve the login using an app, code, has basic protections in place.

fingerprint or security key.



DO I NEED TO
CARE?

CE+ / Cyber Essentials Plus

Cyber Essentials Plus
Cyber Essentials Plus is the stronger version of
Cyber Essentials because it includes independent

technical testing.

DO I NEED TO
CARE?

ICO

Information Commissioner's Office
The ICO is the UK regulator for data protection

and information rights.

DO I NEED TO
CARE?

GDPR / UK GDPR

General Data Protection Regulation / United
Kingdom GDPR

UK GDPR is the law covering how organisations
collect, store, use, share and protect personal

information.

DO I NEED TO CARE?
DPIA

Data Protection Impact Assessment
A DPIA is a risk assessment for privacy. It helps
you think through whether a project could create

risks for people's personal data.



DO I NEED
TO CARE?

SAR / DSAR

Subject Access Request / Data Subject Access
Request

A SAR is when someone asks to see what

personal data your business holds about them.

DO I NEED
TO CARE?

DKIM

DomainKeys Identified Mail
DKIM adds a digital signature to outgoing email

so receiving systems can check that the message

has not been tampered with.

DO I NEED
TO CARE?

SPF

Sender Policy Framework
SPF is a domain setting that says which mail
servers are allowed to send email for your

business.

DO I NEED
TO CARE?

DMARC

Domain-based Message Authentication,
Reporting and Conformance
DMARC tells receiving mail systems what to do

when an email fails SPF or DKIM checks.



DO I NEED DO I NEED TO

TO CARE? CARE?
EDR VPN
Endpoint Detection and Response Virtual Private Network
EDR watches devices for suspicious activity and A VPN creates a secure connection between a
helps detect attacks that basic antivirus may device and another network or service.
miss.
DO I NEED DO I NEED TO CARE?
TO CARE?
DR
BCP

Disaster Recovery
Business Continuity Plan . .
Disaster recovery is how you restore systems,

A BCP explains how the business keeps going files and data after a serious failure.

during disruption.



DO I NEED TO
CARE?

RTO

Recovery Time Objective

RTO means how quickly you need a system back

after it fails.

DO I NEED TO CARE?
MSP

Managed Service Provider
An MSP is an external company that manages IT
support, devices, updates, users, networks and

systems.

DO I NEED TO
CARE?

RPO

Recovery Point Objective
RPO means how much data you can afford to

lose.

DO I NEED TO CARE?
MSSP

Managed Security Service Provider
An MSSP is a provider focused specifically on

cybersecurity services.



DO I DO I NEED TO

NEED TO CARE?
CARE?

BYOK
API Key

Bring Your Own Key

Application Programming Interface Key BYOK means the user supplies their own API key

An API key is a secret code that lets one piece of instead of the software provider holding or

software access another service. .
reselling access.

DO I NEED

DO I
TO CARE? NEED TO
CARE?
OSINT
SIEM

Open Source Intelligence

OSINT means information gathered from public Security Information and Event Management

. A SIEM collects logs from systems and helps
sources such as websites, company records,

: . . . identify suspicious activity.
search engines, social media and public y sUsp y

documents.



DO I NEED TO

DO I
CARE? NEED TO
CARE?
SOC
NIS

Security Operations Centre

A SOC is a team that monitors security alerts and Network and Information Systems

responds to cyber incidents. NIS rules focus on the cyber resilience of

important services and digital infrastructure.

DO I
NEED TO
CARE?

CSR Bill

Cyber Security and Resilience Bill
This is UK legislation intended to update cyber
resilience rules and strengthen protection for

important services.
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